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Topic 1
Understand Cyber Security




Learning outcome:

At the end of this session learner’s will be able

To define the Cyber security.

To classify the Cyber security.

0 distinguish between Information security
and Cyber security.




Define is Cyber Security.

Cyber security refers to the body of technologies,
processes, and practices designed to protect
networks, devices, programs, and data from attack,
damage, or unauthorized access.

Cyber security may also be referred to as information
technology security.



Classify Cyber Security.

1. Application Security
2. Information Security
3. Network Security

4.0perational Security



Cyber Security.

Network security iIs the practice of securing a
computer network from intruders, whether targeted
attackers or opportunistic malware.

Application security focuses on keeping software and
devices free of threats. A compromised application
could provide access to the data its designed to protect.
Successful security begins in the design stage, well
before a program or device is deployed.



Cyber Security.

Information security protects the integrity and
privacy of data, both in storage and in transit.

Operational security includes the processes and
decisions for handling and protecting data
assets. The permissions users have when
accessing a network and the procedures that
determine how and where data may be stored or
shared all fall under this umbrella.



Describe the necessity and role of cyber security.

In today’s connected world, everyone benefits from
advanced cyberdefense programs. At an individual level, a
cybersecurity attack can result in everything from identity
theft, to extortion attempts, to the loss of important data like
family photos. Everyone relies on critical infrastructure like
power plants, hospitals, and financial service companies.
Securing these and other organizations Is essential to
keeping our society functioning.



Describe the necessity and role of cyber security.

« Everyone also benefits from the work of
cyberthreat researchers, like the team of 250
threat researchers at Talos, who investigate new
and emerging threats and cyber attack
strategies. They reveal new vulnerabilities,
educate the public on the importance of
cybersecurity, and strengthen open source tools.



Distinguish between Information security and Cyber
security.

It is all about protecting
information from
It is the practice of protecting unauthorized user, access and

the data from outside the data modification or removal

resource on the internet. in order to provide
confidentiality, integrity, and
availability.

It is about the ability to
protect the use of cyberspace
from cyber attacks.

It deals with protection of data
from any form of threat.



Cybersecurity to protect
anything in the cyber realm.

Cybersecurity deals with
danger against cyberspace.

Cybersecurity strikes against

Cyber crimes, cyber frauds
and law enforcement.

On the other hand cyber
security professionals with
cyber security deals with
advanced persistent threat.

Information security is for
information irrespective of
the realm.

Information security deals
with the protection of data
from any form of threat.

Information security strives
against unauthorised
access, disclosure
modification and disruption.

Information security
professionals is the
foundation of data security
and security professionals
associated with it prioritize
resources first before
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Topic 2
Data and Evidence Recovery



Learning outcome:

At the end of this session learner’s will be able¢

To define data recovery.
0 define file recovery.
'0 know about DiskGenius.




Data recovery and File recovery

Data recovery is the process of restoring data that
has been lost, accidentally deleted, corrupted or
made Inaccessible. In enterprise IT, data

recovery typically refers to the restoration of data to
a desktop, laptop, server or external storage system
from a backup.

File recovery is the process of rebuilding
or recovering lost files from a disk or hard drive
that is no longer operational or was damaged from

unnatural causes.



Forensic Toolkit or FTK

Forensic Toolkit or FTK Is a computer forensics software
made by AccessData. It scans a hard drive looking for
various information. It can, for example, locate deleted
emails and scan a disk for text strings to use them as

a password dictionary to crack encryption.

The toolkit also includes a standalone disk imaging program
called FTK Imager. This tool saves an image of a hard disk
In one file or in segments that may be later on reconstructed.
It calculates MD5 hash values and confirms the integrity of
the data before closing the files. The result is an image
file(s) that can be saved in several formats, including DD raw



Data recovery techniques:

Main DiskGenius data recovery techniques:

* Deleted file recovery and recycle bin data
recovery.

* Formatted file recovery; reformatted file
recovery.

* Raw recovery.
* Hard drive partition recovery.
* Lost data recovery.



DiskGenius data recovery techniques are very simple because it
offers DIY data recovery software. Let's see how to recover lost
data with DiskGenius data recovery techniques.

Step 1 Download and install DiskGenius.

Firstly, download and install DiskGenius on your computer. This
software offers advanced data recovery techniques to help you
recover lost data from any data loss disaster.

Step 2 Choose hard drive where your data is lost.

Just run DiskGenius on your computer, it will list all hard drives
on your computer. Just select the hard drive where your data is
lost.



Step 3 Scan the hard drive to find lost data.

Now, click "File Recovery". You will see a window to let
you start to scan the hard drive. Just let it scan your
hard drive to find lost data.
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Topic 3
Cyber Crime




Learning outcome:

At the end of this session learner’s will be able¢

To define Cyber Crime.
To classify different types of Cyber Crimes.




Cyber Crime

Cybercrime, or computer-oriented crime, is a crime that
Involves a computer and a network. The computer may
have been used in the commission of a crime, or it may be
the target.Cybercrimes can be defined as: "Offences that
are committed against individuals or groups of individuals
with a criminal motive to intentionally harm the reputation of
the victim or cause physical or mental harm, or loss, to the
victim directly or indirectly, using modern
telecommunication networks such as Internet (networks
Including chat rooms, emails, notice boards and groups)
and mobile phones (Bluetooth/SMS/MMS)". Cybercrime
may threaten a person or a nation's security and financial
health.



There are many kinds of Cyber Crime like as ldentity
threats ,Cyber Bullying ,Phishing , Scamming etc.

1.Indentity Threats :

ldentity theft is when a cybercriminal gains access to
your personal information to steal money or gain other
benefits. Even if you think cybercriminals have only a
small amount of information, it can still be enough to
find more about you, including photos or information
about your family. This can be used to create fake
identity documents in your name or apply for real
identity documents in your name, but with another
person's photograph.




Various types of Cyber Crimes

2.Cyber Bullying:

Cyberbullying is bullying that takes place over digital
devices like cell phones, computers, and tablets.
Cyberbullying can occur through SMS, Text, and apps,
or online in social media, forums, or gaming where
people can view, participate in, or share content.
Cyberbullying includes sending, posting, or sharing
negative, harmful, false, or mean content about
someone else.




Various types of Cyber Crimes

3.Phishing:
Phishing Is the practice of sending fraudulent
emails that resemble emails from reputable
sources. The aim is to steal sensitive data like
credit card numbers and login information. It's
the most common type of cyber attack.




Various types of Cyber Crimes

4.Cyber extortion:

Cyber extortion is an online crime Iin which
hackers hold our data, website, computer
systems, or other sensitive information hostage
until we meet their demands for payment. Cyber
extortion often takes the form of ransomware
and distributed denial-of-service (DDoS) attacks,
both of which could paralyze your business.




Define Malware

“Malware” is short for “malicious software” -
computer programs designed to infiltrate and

damage computers without the users consent.
“Malware” is the general term covering all the different
types of threats to our computer safety such as viruses,
spyware, worms, trojans, rootkits and so on.



Spyware

* Spyware is a software that aims to gather
information about a person or organization,
sometimes without their knowledge, and send such
information to another entity without the
consumer's consent. Furthermore, spyware asserts
control over a device without the consumer's
knowledge, sending confidential information to
another entity with the consumer's consent,
through cookies.



Worm

A computer worm is a type of malware that spreads
copies of itself from computer to computer. A worm
can replicate itself without any human interaction, and

it does not need to attach itself to a software program
in order to cause damage.



Trojan

A Trojan horse or Trojan is a type of malware that is
often disguised as legitimate software. Trojans can be

employed by cyber-thieves and hackers trying to gain
access to users' systems.



Ransomware

Ransomware is a type of malicious software. It is
designed to extort money by blocking access to files or
the computer system until the ransom is paid. Paying
the ransom does not guarantee that the files will be

recovered or the system restored.









Learning outcome:

At the end of this session learner’s will be able

To define hacking and hacker.
To classify different types of hackings and hacker.



Hacking

Hacking:

Hacking is an attempt to exploit a computer
system or a private network inside a computer.
Simply put, it is the unauthorised access to or
control over computer network security systems
for some illicit purpose.



Hacking with its classification:

1. Website hacking
2. Network hacking
3. Email hacking

4. Ethical hacking

5. Password Hacking
6. Computer hacking



1. Website Hacking:

Hacking means carrying unauthorized access of

a website or the website details. For example if
someone opens another person's e-mail without
knowing the password, then it is termed as hacking.
Hacking a website means taking control from

the website owner to a person who hacks the website.



2.Network Hacking:

In computer networking, hacking is any
technical effort to manipulate the normal
behavior of network connections and connected

systems. A hacker is any person engaged
in hacking.



3. Email Hacking:

Email hacking is the unauthorized access to,
or manipulation of, an email account or email
correspondence.



4.Ethical Hacking:

* An ethical hacker, also referred to as a white
hat hacker, is an information security expert who
systematically attempts to penetrate a computer
system, network, application or other computing
resource on behalf of its owners -- and with their
permission -- to find security vulnerabilities that a
malicious hacker could potentially exploit.



5. Password Hacking:

Password hacking, sometimes referred to as
password cracking, is a method of recovering
passwords from data transmitted by or stored
on a computer.




6.Computer Hacking:

Computer hacking, on one hand, describes the
activities practiced by individuals, organizations, and
nations, in order to gain unauthorized access to
computer and technology dependent systems. These
activities may involve the modification or alteration of
system's software and hardware in order to perform
activities neither purposed by the creator nor in line
with the creator's original intentions.



Define Hacker

Skilled computer programmer who breaks (hacks) a
password code, or otherwise gains remote access to a
protected computer system, mainly for the thrill of it.
Unlike a 'cracker,’ a hacker may or may not also

perform a criminal action such as alteration or stealing
of data, or transfer of funds.



Different type of Hackers

There are three main types of hackers:
e Black hat hacker;
 White hat hacker;

* Grey hat hacker.



1. WHITE HAT HACKER

The white hat hacker is a good guy, as ironic as it may
sound. White Hackers, white hat hackers or ethical
hackers are the people who test existing internet
infrastructures to research loopholes in the system.
They create algorithms and perform multiple
methodologies to break into systems, only to
strengthen them.



2. BLACK HAT HACKER

Black hat hackers are responsible for all that is wrong
with hacking. These guys break into systems purely
with negative intentions. From stealing credit
card information, to altering public databases, a black
hat hacker looks to gain fame or monetary benefits
from exploiting the loopholes in internet frameworks.
Famous black hat hackers have notoriously robbed
banks and financial institutions of millions of dollars,
and invaluable private data.



3.GREY HAT HACKER

A grey hat hacker usually has mixed intentions. As the
color code implies, this hacker type does not have the
good intentions of a white hat hacker, nor does he have
the ill intentions of a black hacker. A grey hat would
break into systems but never for his own benefit.
Famous grey hat hackers have exploited systems only to
make the information public, and to bring to limelight
vast datasets of information that contains wrongdoings.






Topic 5
The Basics of Security




Learning outcome:

At the end of this session learner’s will be able

To define firewall.
To classify different types of firewall.



Firewall

A computer firewall is a software program that
prevents unauthorized access to or from a
private network. Firewalls are tools that can be
used to enhance the security of computers
connected to a network, such as LAN or the
Internet. They are an integral part of a
comprehensive security framework for your
network.



Different types of firewalls

Packet Filter Firewall controls the network access by
analyzing the outgoing and incoming packets. It lets a
packet pass or block its way by comparing it with pre-
established criteria like allowed IP addresses, packet
type, port number, etc. Packet filtering technique is
suitable for small networks but gets complex when
implemented to larger networks. It is to be noted that
these types of firewalls cannot prevent all types of
attacks. They can neither tackle the attacks that use
application layers vulnerabilities nor can fight against
spoofing attacks.




Stateful Inspection

Stateful Packet Inspection (SPI), which is also
sometimes called dynamic packet filtering, is a
powerful firewall architecture which examines traffic
streams from end to end. These smart and

fast firewalls use an intelligent way to ward off the
unauthorized traffic by analyzing the packet headers
and inspecting the state of the packets along with
providing proxy services. These firewalls works at the
network layer in the OSI model and are more secured
than the basic packet filtering firewalls.



Proxy Server Firewalls

Proxy Server Firewalls are the most secured type of
firewalls that effectively protect the network resources
by filtering messages at the application layer.

Proxy firewalls mask your IP address and limit traffic
types. They provide a complete and protocol-aware
security analysis for the protocols they support. Proxy
Servers offers the best Internet experience and results
in the network performance improvements.



1. Packet Filter:

A packet filter firewall (figure 1) examines packets up to
the network layer and can only filter packets based on the
Information that is available at the network layer.

The information at this layer includes the source IP
address, the destination IP address, the source port, the
destination port, and the TCP flag bits. Such a firewall can
filter packets based on ingress or egress, that is, it can
have different filtering rules for incoming and outgoing
packets.

A packet filter receives packets and passes them through
a set of rules, if they match the rules then accept or reject.
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3. Application Proxy:

An application proxy firewall processes incoming packets all the
way up to the application layer.

The firewall (figure 3) acting on your behalf then verifies the
packet that appears to be legitimate and also verifies that the
actual data inside the packet is safe.

One Interesting feature of an application proxy is that the
Incoming packet is destroyed and a new packet is created in its
place when the data passes through the firewall. This looks like
a minor and insignificant but it is actually a security feature.
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Topic 6
Cyber Ethics




Learning outcome:

At the end of this session learner’s will be able

To define cyber ethics.
To know about Various laws of Bangladesh about cyber
security.



Cyber Ethics

Cyber Ethics:

Cyber ethics Moral Values in Cyber Space The
Good, the Bad, and the Electronic.

Cyber ethics is the study of moral, legal, and social
Issues involving cybertechnology.



Ethical hacking

Ethical hacking and ethical hacker are terms used to

describe hacking performed by a company or individual to help
identify potential threats on a computer or network. An ethical
hacker attempts to bypass system security and search for any
weak points that could be exploited by malicious hackers. This
information is then used by the organization to improve the
system security, to minimize or eliminate any potential attacks.

The purpose of ethical hacking is to evaluate the security of and
identify vulnerabilities in systems, networks or system
infrastructure.



Various laws of Bangladesh about cyber security

e The Information and Communication Technology (ICT) Act, 2006 came in
force on 8 October, 2006. Subsequently, the government amended the Act
in 2008 and in 2009. For the better application of the Act, the government
passed Information Technology (Certificate Authority) rules in 2010. But
these laws alone are not enough. To face the challenges growing in cyber
space it is essential to amend the existing laws such as the Penal Code
1860, the Evidence Act 1872, the Contract Act 1872 etc. It is hoped that
these Acts will be modified in accordance with the demand of time.
However, there are some provisions in the ICT Act, 2006 which mention
penalties for various cyberspace related crimes. For instance, section 54
(1) of this Act declares the offences concerning cyberspace. Then, section-
54(2) says, “If any person commits offences under sub-section (1) of this
section, he shall be punishable with imprisonment for a term which may

extend to ten years, or with fine which may extend to taka ten lakhs, or
with both”.




Various laws of Bangladesh about cyber security

If any person—

(a) with the intent to cause or knowing that he
IS likely to cause wrongful loss or damage to the
public or any person, does any act and thereby
destroys, deletes or alters any information
residing in a computer resource or diminishes its
value or utility or affects it injuriously by any
means;



Various laws of Bangladesh about cyber security

e (b) damage through illegal access to any such
computer, computer network or any electronic
system which do not belong to him; then such
activity shall be treated as hacking offence;



Various laws of Bangladesh about cyber security

* (c) whoever commits hacking offence under
sub-section (1) of this section, he shall be
punishable with imprisonment for a term
which may extend to ten years, or with fine

which may extend to taka one crore, or with
both.”

We can see that law has taken the matter
of cyber-crimes in consideration and there are
some strict rules regarding it.






Job no:01

Name of the job:

Apply password to a computer system and various files
such as Microsoft Excel, Microsoft Access etc.



Learning outcome:

After completion this job student will be able

To give password any file.



Password

A password, sometimes called a passcode, is a
memorized secret used to confirm the identity of a user.
Using the terminology of the NIST Digital Identity
Guidelines, the secret is memorized by a party called the

claimant while the party verifying the identity of the
claimant is called the verifier
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6. Click Advanced options.

© Troubleshoot

B Reset this PC

Lets you choose to keep or remove
your files, and then reinstalls Windows.

Advanced options




7. Select UEFI Firmware Settings. If you don't see this icon, then |
press Startup Settings, instead. When your PC is restarting, tap F1
(or F2) to access the BIOS.
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8. Click on Restart.

© UEF Firmware Settings

Restart to change UEF firmware settings

=

Our system will restart and take we to the BIOS.
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(A2 IR 1d]]

Caution: If vou lose or forget the password, it cannot be Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a list of passwords and recovered, It is advisable to keep a list of passwords and
their corresponding document names in a safe place. their corresponding document names in a safe place.
(Remember that passwords are case-sensitive.) (Remember that passwords are case-sensitive.)

QK Cancel Ok, Cancel




Confirm Password

a - |

Confirm Password

Encrypt the contents of this file

Reenter password:

Caution: If you lose or forget the password, it cannot be
recovered, Itis advisable to keep a list of passwords and
their corresponding document names in a safe place.
(Remember that passwords are case-sensitive,)

oK Cancel

Encrypt the contents of this file

Reenter password:

: I

Caution: If you lose or forget the password, it cannot be
recovered, Itis advisable to keep a list of passwords and
their corresponding document names in a safe place.
(Remember that passwords are case-sensitive.)

Ok Cancel




Microsoft Excel and Microsoft Access

File Password are same as Microsoft
Word.



2.What is password?



Job no:02

Name of the job:
Practice to recover an e-mail forgotten password.



Learning outcome:

At the end of this job learner’s will be able
To define the Recovery file.

To sign in E-mail.

To change password or recovery password.



Google

Sign in

to continue to Gmail

Email or phone

wikihow.samples@gmail.com

Forgot email?

More options

NEXT

qutoﬂmnﬁmﬂf’qmprﬁ



https://mail.google.com/

Google

Welcome

e wikihow.samples@gmail.com v

Enter your password

Forgot password?




3 Enter the last password you remember and click on Next.

If you don't remember any of the passwords you've used before,
click on Try a different question at the bottom of the gray box.
Continue clicking on Try a different question until you come across
one that you can answer, answer it, then click on Next.

Answer the following to verify this account is yours.

Try a different question



Answer the following to verify this account is yours.

Get a verification code by text message
at: esecee 000}

Enter full phone number

Send text message

Try a different question

lecover-a-Gmail-Password#/Image:Recover-a-Gmail-Password-Step-4-Version-5.jpg




5
Open the applicable email or text message from Google.

05:3% PM | Mon 07

552050

SMS&/MMS

2| 1#:36 | Mon OF

G- IS your
Google verification code.

A T Vaara




Enter a verification code

A text message with a verification code
was just sentto [0 1106

e 785

Try a different question




Create a new, strong password that you
don't use for other websites.

ICreate password

Confirm password

Change password



Create a new, strong password that you
don't use for other websites.










Learning outcome:

At the end of this job learner’s will be able
To define the E-mail.

To sign in E-mail.

To change Various Security Steps in E-mail



How to create Gmail Account

G Step By Step ‘

by Google




G Creste your Google Account X G Create your Google Account X == o o
O C 95 (K a https://accounts.google.com/SignUp?service=mail&continue=https%3A%2F%2Fmail.google.com%2Fmail%2F&Itmpl=default v . Vv Google Q
vy B Aibgpress Zp 3% [ Wondershare Filmor... =57 Import bookmarks [ Mobile bookmarks

Google

Create your Google Account

One account s all you need

One free account gets you into everything Google, Hayaanda smith

G ™M ! ° 6 ‘ ’ ‘ 7?ﬂyaan¢smnh @gmail.com

Take it all with you Confirm your password

Switch between devices, and pick up wherever you left off. saveeene

Birthday

©
3
-
&

March
Gender
Mate

“w

& 85 v @ %




www. allindiaroundup.com

Privacy and Terms

By choosing “l agree” below you agree to Google's Terms of Service.

You also agree to our Privacy Policy, which describes how we
process your information, including these key points:

Data we process when you use Google

= When you use Google services to do things like write a message in
Gmail or comment on a YouTube video, we store the information you
create.

= When you search for a restaurant on Google Maps or watch a video on

LW ., A SN R, [P YUY A - T St T S §- S T Y.

CANCEL




verification code.

G-326273 is your Google
verification code.

Today 11:37 AM

Your Google verification code is
951856

6 €0 8




Access apps, check notifications, and edit
your account

Welcomel

Your new email address is emcasarosa82@gmail.com

Thanks for creating a Google Account. Use it to subscribe to channels on YouTube, video chat for free, save
favorite places on Maps, and lots more.

Continue to Gmail

GMRD L D E




Let Gmail do the hard work.

O vy g person MLt o O, 1000 ()'rru-f_-, .:()h,r'(:

N

0 Yhew pIOper DRaCe, 30 your Inton wil never

-

— - —— - ———— . -

[ P Gt ——

WP am e e e — ey v bt v
- S B 4 | i St i B B

B e e e



How to Login Gmail Account



Google

Sign in with your Google Account

Email

Password

| Stay signed in Meed help?




M Gmail

+ Compose

Inbox
Starred
Snoozed
Sent
Drafts

i Maore

Q. Search mail

a- ¢
~ Important and unread

me

Tobias van Schneider

~ Starred

[0 + D Morning Reader
Sidebar
Beautiful Pixels

theSkimm

~ Everything else

1-2 0f 2
mail to self - test — Francesco Di Lorenzo, Developer a... 12/16/18
It is time to change it up — Edition Nr.130 - EDITION 1. 6/14/18
1-4of 4
Technology News - Feb 13, 2019 - Morning Reader Cu... %:00 AM
Milanote, Vue 2.6, Burgas Map, HTML Slides, JAMstack - Feb 12
Here's What's New on Beautiful Pixels Today ™ - An U.. Feb 12
Daily Skimm: Let's rock, let's rock today - Skimm'd whil... Feb 12

1-25 of 2,331



’ame{enwvvoxtn =

M Gmail

Compose

Inbox
Starred
Snoozed
Sent
Drafts
Less
Important
Chats
Scheduled
All Mail

Spam

kabirul ~

No recent chats
Start a new one

36

15

Q search mail &

Settings
General Labels Inbox AccountsandImport Filters and Blocked Addresses

Forwarding and POP/IMAP Add-ons Chat Advanced Offline Themes

Language: Gmail display language: | English (US) ¥,
Change language settings for other Google products
Show all language options

Phone Default country code: | Bangladesh v|

numbers:

Maximum page Show |50 v |conversations per page
size:

Undo Send: Send cancellation period: | 5 v | seconds
Defaultreply . Reply

behavior: . Replyall

Learn more

Hover actions: @ Enable hover actions - Quickly gain access to archive, delete, mark as read, and snooz

) Disable hover actions






Job no:04

Name of the job:
Apply various security steps in social media such
as facebook login.



Learning outcome

At the end of this job learner’s will be able
To define the security.
To login in Facebook.



Facebook security




Facebook Log In

B3 Facebook —log inorsign . X+

¢ o C BB & wwwfacebockcom

@ Getting Started

facebook

Forgotten account?

Facebook helps you connect and share with Qrgate an account
the people in your life. It's quick and easy.

= 1 o L First name Surname
. L 1 Mobile number or email address
L - y "o,
L RN New password

L 5 3

Birthday @

17 v Sept v 1994 v
Gender @

Female O Male o] Custom @]

By clicking Sign Up, you agree to our Terms, Data Policy and Cookie Policy. You
may receive SMS nofifications from us and can opt out at any fime

Create a Page for a celebrity, band or business.

English (UK) T @oar @40 ORI Bahasaindonesia tusi shir(fF) Bahasa Melayu Espafiol Portuguds (Brasil) | +

SignUp Login Messenger Facebook Lite People Pages Page categories  Places Games Locations Marketplace Groups  Instagram Local
Fundraisers  Services About Createad Create Page Developers  Careers Privacy Cookies AdChoices[> Terms  Accountsecurity  Login help  Help

Facebook @ 2019 v



(o) 3 Facebook X: B
< C 88 & www.facebook.com

@ Getting Started

4
Search ¢ Home  Find Friends  Create
@ MD Sagor Create Post Your Groups

People You Ma:
{9 News Feed e
What's on your mind, MD?
° Messenger

Puja ! Advertising on Facebook

Activity Log

g Watch Tama News Feed Preferences
B Photovideo X Tag Friends Feeling/Activ...  ++* =
Explore L

8

1- Pages
@ Groups

@ Fundraisers

Log Out
Stories See Al

3

Eakub Ali is a mutual friend.

&' Add Friend | Remove

= = . ;
Events Simi Aktar Sumi

®© g Friend Lists & Add Friend | Remove
v~ See More...

MD Shahin Alam

& Add Friend =~ Remove

Add to Story Alisha Noor Eakub Ali Labonno Rithi

it g

Onik Mondol is a mutual friend

92€9HHO

& Add Friend = Remove

Alisha Noor

September 14 at 12:00 PM - £¢

English (US) - I - ST - Espariol | 4
Portugués (Brasil)

Privacy - Terms - Advertising - Ad Choices [>
Cookies - More ~
Facebook © 2019

Chat (3)

https://www.facebook.com/settings



(o) B3 security and Login x |+

< C 8 @ v facebook.com s
@ Getting Started

Home Find Friends Cr

o General Security and Login

1} Security and Login.

3 Your Facenook Recommended
Information

@ P n Choose friends to contact if you get locked out
vvary. Nominate 3 10 5 friends to help if you get ocked out of your account. We fecommend this to everyone
{=] Timetine and Tagging

lD Stories
@ Location
© Biocking

m Language and Region @ Sbona A:Iitfn‘o:l"

Where You're Logged In

@ Notifications
% mobile
Public Posts

a, Change password Eait

. o d Websits It's a good idea to use a strong password that you're not using eksewhere
ps an S

3 Instant Games

@ Business Integrations
I Acs

5 Payments

& Support inbox

B videos

) Save your login info

Edit
On + I will only be saved on the browsers and devices you choose

Two-Factor Authentication

® Use two-factor authentication Edit
' We'll ask for a securtly code if we notice a login from an unusual device

O Authorized Logins
Review a list of devices where you won't have to use a login code

& Apppasswords Add
Use special passwords 10 log into your apps Instead of using your Facebook password of login codes

Settiny Extra Security

Get alerts about unrecognized logins

s
= Wel iet you know if anyone logs in from a device or browser you don't usually use Clote

Get an alert when anyone logs into your account from an unrecognized »
hai 7
device or browser Chat (3) “ »n & o



o i Security and Login X bk
< C 88 www.facebook.com/settings

@ Getting Started

Search Home Find Friends  Create

Setting Up Extra Security

Get alerts about unrecognized logins

Close
= We'll let you know if anyone logs in from a device or browser you don't usually use

vV ©

Get an alert when anyone logs into your account from an unrecognized
device or browser.

I Notifications

oo
oo

Get notifications
« Don't get notifications

® Messenger

Get notifications
» Don't get notifications

© B G

Email

Email login alerts to GRS | @gmail com

« Don't get email alerts

Add another email or mobile number

N Choose 3 to 5 friends to contact if you get locked out

Edit
Your trusted contacts can send a code and URL from Facebook to help you log back in



n Security and Login
< > C =

‘ Getting Started

X+

@& wwwiacebook.com/settings

&* General
% security and Login

n Your Facebook
Information

M Privacy

K= Timeline and Tagging
D stories
&) Location
O Elocking
E Language and Region

e Motifications
® wmobile
Public Posts

ﬂ Apps and Websites
(%) Instant Games

E Business Integrations
I Ads

= Payments

@ Support Inbox

B videos

Home Find Friends Create

Security and Login

Recommended

n Choose friends to contact if you get locked out
Mominate 3 to 5 friends to help if you get locked out of your account. We recommend this to everyone.

Where You're Logged In

@ Wwindows PC - Mymensingh, Bangladesh
Opera - Active now

Login

aQ Change password
It's a good idea to use a strong password that you're not using elsewhere

Close

Current | =eseeres

New | sssssssss
Pazsword strength: Medium
Re-type new  swsseees

Passwords match
Forgot your password?

Save

@ Save your login info =T
On + It will only be saved on the browsers and devices you choose






Job no:04

System With the Software.



Learning outcome

At the end of this job learner’s will be able

To define the Antivirus Software
To check error.
To scan Computer System With the Software..




@ Dashboard « 368152 — WordPre X

¢ > C

# oapps @

G antivirus download for pc windo: X +

# google.com/search?q=antivirus+download+for+pc+windows+10&oq=antivirus+wdownload+for+pc&ags=chrome.4.69i57j0!5.5078(

GOOgle antivirus download for pc windows 10 y Q

Q Al () Videos (8 Maps @ News [ Images i More Settings  Tools

About 110,000,000 results (0.60 seconds)

Windows 10 bij Coolblue | Coolblue's Keuze September
www.coolblue.be/OS-software v +32 3 808 27 00

Ook op zondag en in de avonduren geleverd! Coolblue: Alles voor een glimlach. Specialistisch
advies nodig? Bekijk onze adviespagina's of kom naar een Coolblue winkel. Beste webwinkel
2018. Gratis retourneren. Coolblue. 3 échte winkels. Kiesje Dezorgmoment Veilig betalen.

Antivirus For Window 10 | Search Antivirus For Window 10
bd.zapmeta ws/Search/Now v

Find Antivirus For Window 10. Search Faster, Better & Smarter Here! Information 24/7. Web,
Images & Video. The Complete Overview. Trusted by Millions. 100+ Million Visitors. Wiki, News
& More. Types: pdf, doc, ppt, XIs, txt.

Search & Find Now - Multi Search - Find More - Related Info

Antivirus for Windows 10 | Free Download Here | Avast
https://lwww.avast.com » windows-10-antivirus v

¥k kkk Rating: 5 - 173 votes

Protect your Windows 10 PC with Avast Free Antivirus. The most trusted antivirus in the world
is fully compatible with Windows 10. FREE DOWNLOAD.



Install the Antivirus software-
Download and step by step install.At first click on
Install. Then click on Next>Next>Finish.

‘ Avast Free Antivirus Setup English v

Avast Free Antivirus

By instaling or using the product, you agree to its
End User License Agreement

Customize

Install the free Avast Secure Browser for safer, faster browsing

« Private - Hide your activities from invasive ad trackers
o Secure - Stay protected from hackers and phishing sites
o Fast- Block annoying ads for faster web browsing

Yes, install Avast Secure Browser

By installing Avast Secure Browser, you agree to its
End User License Agreement and Privacy Policy




avast_free_antivirus_setup_
online




After complete the installation we will see the
below window.

.t'xm“ FREE ANTIVIRUS Setup www.howtoanswer.com

4

Setup finished

Installation is successfully completed.
Thank you for your patience during the installation.
We hope the product will serve you well.

© Restart
@ Restart later




Then open Software
Click on Start Quick Scan .Automatic start to Scan.

‘ Avast Free Antivirus

€ Back  Status » Smart Scan

Smart Scan

Scanning for bad browser add-ons...

‘ STOP SCAN







Job no:06

Name of the job:
Install firewall to a computer system and
prevent the computer system form Intruder.



Learning outcome
At the end of this job learner’s will be able
0 define Firewall

‘0 check error.
To scan Computer System With the Software..




‘ Windows Firewall

M @ > Control Panel » System and Security » Windows Firewall

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
& Change notification settings . 9 Private networks Not connected @
& Tum Windows Firewall on or =
off . 9 Guest or public networks Connected (*)

& Restore defaults

Networks in public places such as airports or coffee shops
& Advanced settings

Troubleshoot my network Windows Firewall state: On

Incoeming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new app




# Customize Settings

< v N @@ > Control Panel » System and Security » Windows Firewall » Customize Settings

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o (® Turn on Windows Firewall
[C] Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app
e (O Turn off Windows Firewall (not recommended)

Public network settings
o (® Turn on Windows Firewall

[[] Block all incoming connections, including those in the list of allowed apps

[“] Notify me when Windows Firewall blocks a new app
g (O Turn off Windows Firewall (not recommended)



2.\What is Firewall?




of data with HashCalc program.



Learning outcome

At the end of this job learner’s must be able

To use HashCalc Program.
To define data integrity.



At first Open Computer then free download
Hashcalc software .

Then install HashCalc software.

|D'-J Setup - HashCalc —

Completing the HashCalc Setup
Wizard

Setup has finished installing HashCalc on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

View the README file
Launch HashCalc




|H| Hashcalc

Data Format: Drata:
|||-' - I

K.ey Format:

[~ HMALC ITE:-:t zhrifg J I

v MD5 |
v MD4 |
[~ SHAT |
[~ SHazEe |
¥ SHA384 |
[ sH&B12 |
I™ RIPEMDIED |
|
|
|
|
|

[T PANAMA
[~ TIGER
[~ MD2

[~ ADLER32
™ CRcaz

el onkey!
r ebule I

SlavaSoft Calculate I Cloze | Help |
P
T —




|Hl Hashcalc

[ata Format: Data:

IFiIe ;I IE:'\Users'\Zawadul karimDesktoph.day. bt J
K.ew Farmat: ey

[T HMAC ITe:-:t shring LI I

¥ MDE
[~ MD4
¥ 5Ha1
[T SHA256
[~ 5Ha3a4
[T sHag1z

If'l 5130583956024 258095344

I?Ed?fEd‘l ef3bddebd 7be301b78be6951 614279

¥ RIPEMD1ED |E4Elcl:u:81 c2fBafd204c5ke BiF25203db0=47 af9

[ PANAMA
[~ TIGER
[~ MD2

[~ ADLER32
v CRCaz

|5adef35d

ellonkey
r ehiule

Cloze

Calculate I

Help




2.\What is HashCalc?



Job no:08

over E-mail utilizing WinZip



Learning outcome

At the end of this job learner’s must be able

To create WinZip file.
To send E-mail with Confidential information .



Mew

Print

Show

Edit with Motepad++

Scan selected itermns for viruses

Share

Open with...

Give access to
WinRAR

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

S QE = E W =

Compressed (zipped) Folder
Desktop (create shortcut)
Destinatario fax

Documents

Fax Recipient

Hash Tool

Mail Recipient
Trasferimento file Bluetooth




Zip File and UnZip file

.“,":_""
)

GVber

SECUTITY SLEN




Another Way to Zip File

Mew

Print

Show

Edit with Notepad++

Sean selected items for viruses
Share

Open with...

Give access to

WinRAR - -

i ) B8 Add to archive...
Restore previous versions

B8 Add to "Cyber Security&Ethics(66675).rar"

Seoie > n Compress and email...
Cut | n Compress to "Cyber Security&Ethics(666753).rar" and email
Copy
Create shortcut
Delete
Rename
Properties




#8 Archive name and parameters

General Advanced Options Files Backup Time  Comment Enter password X
Archive name R e
| Cyber Security BEthics(66675).rar v |
Default Profile ipdate mode Toa—
| Profiles. .. | |Adda’1dre;ﬂaceﬁes v| || .
Archive format Archiving options
®rar (OraRg (OzIP [ elete files after archiving
[ ] Create SF¥ archive [] Show password
Compression method D Create solid archive I:l Encrypt file names
| Normal d | [ ] Add recovery record
Dictionary size [ ] Test archived files i
| 1 MB - | [ Lock archive | Organize passwords. .. |
Split to volumes, size
| “ve ~| | Set passnord.. | [ ok ]| camd | | Hp |




2.Why we use It?
3.Advantage of WinZip file.






